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Traditionally, proof systems such as program logics come with two core theorems: soundness and completeness.
The role of soundness is obvious: we want to be sure that arguments carried out inside the logic actually lead
to correct conclusions. Completeness complements that by ensuring that the logic does not limit expressivity:
in principle, any correct result can be obtained within the confines of the logic. This result typically has to be
stated relative to the completeness of the assertion logic that is used to reason about pre- and postconditions.

Over the past decade, the Iris framework has emerged as a widely used foundation for building separation
logics. While Iris-based logics typically come with a soundness proof, none of them have had a proof of
completeness. In this paper, we present the first approach for establishing completeness of Iris-based program
logics, and we show the generality of our methodology by applying it to a range of different logics described in
prior work, including partial and total concurrent separation logics for a higher-order ML-like language, two
quantitative logics (for bounding execution time and probabilistic errors), and a relational logic for proving
refinement. All our results have been mechanized in the Rocq prover.
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1 Introduction

Iris [36, 38, 41] is a higher-order separation logic framework that has been used for numerous
program logics and verification projects. It provides reusable building blocks for constructing
different variants of separation logic, with applications ranging from verification tools for C [50, 61],
Rust [16, 51], OCaml [2, 24, 62], and Go [9], to reasoning about crash recovery [8], distributed
execution [44, 63, 67], weak memory [13, 39, 53], resource consumption [56, 60], probabilistic
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programs [1, 21, 22, 25, 26, 47], and semantic models of challenging type system features [15, 18—
20, 23, 28, 35, 55, 68, 70]. All of these projects come with foundational soundness proofs, mechanized
in the Rocq prover, that build on or adapt the core soundness proofs provided by the framework
itself. These soundness results show that proofs of specifications about programs in the logic
actually imply the intended properties about programs’ executions.

Although the many applications of Iris-based logics provide some empirical evidence that these
logics are highly expressive, there are no formal results that characterize the expressivity of these
logics. In particular, it is unknown whether these logics are complete, that is, whether any program
whose execution satisfies certain properties can be provably shown to do so by applying the proof
rules offered by these logics. Resolving this question is important because it tells us whether a logic
is “missing” any rules, or whether the rules in principle suffice to verify any program.

For classical Hoare logic, completeness was long ago established by Cook [12]. This result
is “relative” to the completeness of the assertion logic that is used for the rule of consequence.
Subsequent works developed similar completeness results for logics for concurrency, such as the
method of Owicki and Gries [59], shown complete by Owicki [58], and rely-guarantee reasoning [71].
Most recently, de Boer and Hiep [14] have shown how to adapt this style of approach to concurrent
separation logic. However, these works consider languages and logics that are quite different
from Iris. In prior work on completeness of concurrent program logics, the setting is a first-order
language, and the only source of looping behavior is a while-like construct. The logics are also
first-order with a strict stratification between assertion logic and specification logic. In contrast,
Iris is often used to reason about higher-order languages that can encode Landin’s knot [45], and
the logic makes no distinction between assertions and specifications by supporting Hoare triples in
pre- and postconditions, a crucial feature for reasoning about higher-order programs. As a result, it
is not a priori clear how to adapt existing completeness results to Iris-based logics.

This paper introduces a general recipe for proving completeness of Iris-based program logics. In
doing so, we follow the usual approach of Iris: we provide reusable building blocks that can often
be directly applied, and that can be further customized when needed. Concretely, we establish a
core reusable lemma for obtaining completeness proofs for instances of Iris’s language-agnostic
default program logic. This nicely complements the existing language-agnostic soundness proof
for said logic. We also demonstrate that the proof pattern behind this lemma generalizes to other
Iris-based program logics that are not a direct instance of this framework.

Using our methodology, we prove, for the first time, that a number of Iris-based logics are
complete (or can be made so by adding one or two missing proof rules). Our case studies include
partial and total higher-order concurrent separation logics, two quantitative logics (for bounding
execution time and probabilistic errors), and a relational logic for proving refinement. As expected,
these proofs make use of the core reasoning principles that Iris provides. In particular, Iris’s general
notion of custom ghost state allows us to characterize the reachable states of concurrent programs
in a simple, language-agnostic way. This can be viewed as a generalization of the very language-
specific introduction of auxiliary variables used in early work on completeness of concurrency
logics. Meanwhile, Lob induction [48], the fundamental primitive for recursive reasoning in step-
indexed logics such as Iris, is powerful enough to let us show completeness of logics for languages
with higher-order state. We demonstrate this with a series of case studies. All our results have been
mechanized in the Rocq prover [66] using the Iris Proof Mode [40, 42].

We begin this paper in §2 by building an Iris-style program logic for a sequential language with
higher-order state and proving it complete. In §3, we explain how Iris is used to reason about
concurrent programs, and we extend the completeness proof to that setting. We continue with
a series of completeness case studies: the logic for Iris’s default language HeaplLang (§4) and its
total variant (§5); Arust, which has a non-standard memory model to rule out data races (§6); a logic
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Fig. 1. Syntax and Semantics of SeqLang.

with time credits for reasoning about execution cost (§7); a probabilistic logic for reasoning about
error bounds (§8); and finally a relational logic for proving refinement of concurrent higher-order
programs (§9). We finish the technical contribution of the paper with a discussion of a general
semantic condition that all complete Iris logics have to satisfy (§10). We then survey prior proofs of
completeness for other program logics (§11) and conclude with a discussion about the significance
of completeness (§12).

2  Warm-up: Completeness for a Sequential Language

In this section, we slowly build up to our main completeness result by first considering an Iris-style
program logic for the simpler, sequential setting. Concretely, we define a language Seqlang, a call-
by-value lambda calculus with integers and mutable higher-order state. The syntax and semantics
can be found in Figure 1. We define a small-step operational semantics with the reduction relation
— using evaluation contexts K and a base reduction relation —pase. The definition of evaluation
contexts induces a right-to-left evaluation order.

The step rules operate on configurations p, which are pairs consisting of an expression e and a
heap o. The heap is represented as a finite partial map from locations to values. The reduction of
the pure, deterministic fragment of the language is described by the pure reduction relation —pyre,
which can (using BasePurg) be turned into a base reduction step that leaves the heap untouched.
Note that Figure 1 omits some of the pure reductions for brevity. The semantics of the load and
store operations are standard. Deallocation removes the heap cell (which can then be reused by
future allocations). For all of these operations, the reduction relation gets stuck if the location is not
allocated. Allocation is the only non-deterministic operation in SeqlLang since it picks an arbitrary
fresh location ¢ ¢ dom(o).
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Fig. 2. A separation logic for SeqLang.

2.1 A Sequential Separation Logic

Figure 2 defines a separation logic for SeqLang. This separation logic can be used to derive judgments
of the shape P + Q, where P and Q are separation logic assertions. Separation logic enriches
propositional logic with the separating conjunction * and separating implication -, sometimes
called the “magic wand”. The separating conjunction P * Q expresses ownership of P and Q sepa-
rately, i.e., P and Q hold for disjoint parts of the heap. In particular, P + P * P does not always hold.
Most often, Iris-based separation logics are affine logics, meaning they admit the weakening rule
P % Q + P. The separating implication - is a version of implication that interacts with separating
conjunction the same way that regular implication interacts with conjunction: P + Q - R iff
P % Q + R. The assertion "¢' embeds an arbitrary meta-level proposition ¢ (i.e., a Rocq Prop) into
the syntax of the logic. In particular, if ¢ = ¢’ holds at the meta-level then "¢' + "¢"". The later
modality > may be ignored for now. We refer to Chapter 3 of Birkedal and Bizjak [5] for a detailed
expository introduction to separation logic.

We give meaning to our connectives “axiomatically” using a natural deduction-style derivation
system. The full rules are given in Appendix C, which are precisely the interface Iris exposes for
its uPred model.! Due to the embedding of meta-level propositions "¢', these rules are not purely
syntactic.

To turn our logic into a program logic, we first introduce the points-to connective ¢ — v. This
assertion expresses that the current heap stores the value v at location ¢. Furthermore, this fact is
exclusive, meaning it is not possible to own two points-to connectives for the same piece of state.
This is witnessed by the rule PoinTsTONE.

We reason about program executions using the assertion wp e {v. P}. Here, v serves as a binder
for the return value in postcondition P. We use wp e {®} as syntactic sugar for wp e {v. ®(v)}.
Like all separation logic assertions, this is an assertion about the current program state: Intuitively,
wp e {v. P} holds in some program state if executing e from that state never gets stuck, and if

IStrictly speaking, the Iris Rocq development does not formally define a syntactic derivation system. Instead, it defines a
semantic model of assertions that validates a set of base logic rules [36]. It then makes the model definition opaque, so that
client proofs are carried out only using these rules as if they were a syntactic system. In our Rocq development, we thus
treat these base lemmas as the abstract deduction system and formally prove that they are complete.
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furthermore whenever e terminates with a value w, then P[w/v] holds for the final state. This
property expresses a form of partial correctness as it does not guarantee termination. However,
in Iris, the wp is not a primitive assertion but is instead defined in the logic. This definition is not
identical to the informal explanation of wp that we have just given; rather, that informal explanation
is a consequence of the soundness theorem of the logic. We discuss the definition of the wp in §10.
For now, we treat it as an abstract predicate that satisfies the rules in Figure 2.

The structural rule WpWanp can be used to prove both monotonicity of the postcondition as well
as the frame rule shown below.

wp e {®} = P+ wp e {v. &(v) = P}

The frame rule is the hallmark of separation logic and is the key ingredient to modular reasoning
about programs: If we prove a specification wp e {®} for a program e, then any assertion P on some
unrelated state (that is disjoint from the state used by the wp) will not affect the execution. As such,
P can be passed along to the postcondition and used unchanged once e has finished executing.

The rule WrVarue is the “base case” of the wp, since we just plug the value into the postcondition.
The rule WeBInND can be used to focus on a sub-expression in an evaluation context. All the
remaining reasoning rules correspond to base reduction steps, with the rule WePure reusing the
pure reduction relation from Figure 1. The rules for the heap-manipulating steps are written in a
“predicate transformer style” with ® acting as the continuation. For example, the rule WrSTore says
that to reason about a store of w to location ¢, we must own ¢ +— v for some value v. In addition,
we must show that the postcondition ® follows from having ¢ — w, the updated points-to that
reflects the result of the store. From this rule, it is straightforward to derive an alternate “direct
style” version that looks more like a typical Hoare triple: £ = v F wp £ < w {v. o=0)"*t w}.

There is no rule in Figure 2 for reasoning about loops as SeqlLang does not have a primitive loop
or recursion mechanism. However, since it is a higher-order language and supports higher-order
state, recursion can be encoded in multiple ways. We postpone the discussion of how to reason
about recursion until §2.3.

Before considering the completeness question, we verify two examples to demonstrate our logic.

Example 1. We prove that the program 40 + (1 + 1) evaluates to the value 42. We start with the
goal at the top and apply the rules one-by-one, noting what is left to show. This is how the rules are
intended to be used, and the resulting order of proof steps follows the program’s execution order.

Fwp 40+ (1+1) {0."0 = 42"}

= !—wp1+1{w.wp40+w{z).rv=42-'}} by WeBinD with K :=40 + e
= Fwp 2 {w. wp 40 + w {U. v = 42—'}} by WePure

= Fwp 40+ 2 {v. v = 42—'} by WrVaLue

= Fwp 42 {0. v = 42_'} by WrPure

= P42 =42 by WpVaLuE

Example 2. We prove that the program (Ax. ! x) (ref(42)) evaluates to the value 42 as well.
Fwp (Ax. ! x) (ref(42)) {v. v = 42-'}

= Fwp ref(42) {w. wp (Ax. 'x) w {v. v = 42—'}} by WeBInD
= - 42+wp! {w. wp (Ax. 'x) w {v. v = 42—'}} by WrArroc
= £ 42 wp (Ax. 1x) £ {o."v = 42"} by WpVaLUE
= e 42+ wp !¢ {o."v=42"} by WePURE
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= £ 42+ 42 = 42" by WeLoap

Soundness. We have seen how the logic can be used to verify simple programs, and we have
discussed that the wp encodes a partial correctness criterion. However, we still need to show that
the logic is sound: proving a wp about a program should establish partial correctness of the program
at the meta-level. To state this formally, we first define a meta-level predicate safe, (e, 0):

red(e,0) = 3e’,0’. (e,0) — (e’,0")

safe,(e,0) = Ve',o'. (e,0) =" (¢/,0') = (Tv.e’ =0 A p(v)) Vred(e, o)
The predicate safeq,(e, o) says that executing e never gets stuck, and if it terminates in a value v
then the value satisfies the predicate ¢.
Remark 3. Ifsafe(p(e, o), then either e is a value satisfying ¢, or (e, o) is reducible.
Remark 4. Ifsafeq,(e, o) and (e,0) — (e, 03), then safetp(eg, 05).
The following soundness® theorem connects the wp to the safe predicate.
Theorem 5 (Soundness). If + wp e {v. '_qo(v)-'}, then safetp(e, o) forallo.

We do not prove soundness here and instead continue with completeness. Completeness is
the converse of soundness, where we go from a safety proof at the meta-level to a proof of the
corresponding wp:’

Theorem 6 (Completeness). Ifsafeq)(e, o) forall o, then + wp e {U. '—(p(v)-'}.

The goal for the remainder of this section is to prove this theorem.

2.2 Sequential Completeness for Terminating Programs

Before proving Theorem 6, we will warm up by proving a weaker version that makes the additional
assumption that e is strongly normalizing under the reduction relation — (written SN_,), i.e,
always terminating when run from any state. Additionally, as our proof is going to proceed by
induction, it will be helpful to generalize the statement to get a better induction hypothesis. Thus,
we prove the following theorem: if e is safe in a specific o, then ownership of the points-to assertions
for all locations in o entails the corresponding wp.

Theorem 7 (Completeness from Strong Normalization). If safe(p(e, o) and SN_, (e, 0), then
Kireves P VFWpe {v. '_qo(v)-'}.
Proor. The proof is by induction on the evidence that (e, o) is strongly normalizing. This means

that we get to assume the induction hypothesis for all immediate successors (e’,0”) of (e, o).
Formally, we have the following induction hypothesis:

Ve',o’'. (e,0) = (¢/,0") = safe,(e’,0") = >x< t—orwpe {w. p(w)'} (TH)

(t—v)ea’

and we are left to prove safe,(e,0) = ¥ (oL VFWpe {w."p(w)'}.* Now, we just need
to reason about (at least) one reduction step of e and then apply the induction hypothesis.

%In Iris, this theorem is usually called adequacy for reasons we discuss later in §10.

3Note that completeness of a program logic is different from the notion of semantic completeness traditionally found in
logic, which says that if |= P then + P, where |= P means that P holds in some class of semantic models. For program logics,
the notion of semantics we are relating to is the operational semantics of the program, not the semantic model of assertions.
4As usual with this kind of induction on a well-founded reduction relation, there is no separate base case to consider.
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We first appeal to Remark 3. If e is a value, we apply WrVarug, which concludes the proof. In
the remaining case, since we know our expression is reducible, we know that e = K[e;] for some
K, e; and that (e1,0) —pase (€2,0”) for some ez, o’. Thus, using WeBinD, we turn our goal into
wp e {v. wp K[v] {w. r(p(w)-'}}. We continue with a case distinction on the base reduction.

Consider the case BasePure where e; —pyre €. We apply WrPure to turn our goal
into wp e {v. wp K[v] {w. '—(p(w)-'}}. Applying WeBinp “backwards” turns our goal into
wp K[e;] {w. r(p(w)-'}. Since (e,0) — (K[ez], 0), we instantiate our induction hypothesis with
(K[ez], o). By Remark 4, (K|[e;], o) is safe. Also, the state has not changed so we have the needed
points-tos. Thus all premises of the induction hypothesis hold, finishing the case.

The four heap-dependent cases remain. In the BaseLoap case, we get that e; = !, and that
o(f) = v. First, we remove the points-to for £ from the iterated separating conjunction over o. Next,
we use it to instantiate and apply WrLoab; the points-to for ¢ is returned in the postcondition.
Ownership of the remaining locations is framed around the load. Finally, we re-establish the
iterated separating conjunction for ¢ and finish the case by applying the induction hypothesis. For
BaseStore, we do the same but with WeStore. Of course, the points-to now stores a new value,
but o is altered in lockstep, so we can still re-establish the iterated separating conjunction and
apply the induction hypothesis. For BaseFreg, we also remove the points-to for £ from the iterated
separating conjunction, but WrFree does not return the points-to in the postcondition. Since it is
also deleted from o, we can still establish the iterated separating conjunction for the new state
before applying the induction hypothesis.

Only the case BaseArroc remains. Here, e; = ref(v) and e, = £, for some #; ¢ dom(o). When
applying WrALLoc, we get a (fresh) non-deterministic location ¢, along with a points-to, which
might be different from ¢;. Since we own a points-to for all locations in o, we use PoiNTSTONE to
establish that £, ¢ dom(o). Since & ¢ dom(o) and our allocator is non-deterministic, we have that
(e1,0) —base (£2, o[£, < 0]) is a valid reduction step. Thus, we apply the induction hypothesis to
(K[£2], o[£, < v]) and finish the proof. O

Taking a step back, the structure of this proof exploits the fact that either e is already a value, and
hence satisfies ¢ by assumption, or else e is reducible, in which case we perform a case distinction on
the reduction rule, appealing to WeBinD as needed. After applying a proof rule for the corresponding
reduction rule, we use WeBinD in the opposite direction to return to something that the induction
hypothesis can be applied to. Below, we introduce an alternative induction principle that allows us
to conduct a similar proof but without the strong normalization assumption.

2.3 Sequential Completeness for Partial Programs

Before we attempt to eliminate the strong normalization assumption from our proof, we explain
how Iris-based logics typically allow us to reason about non-terminating programs. Consider the
program Q = (Ax.x x) (Ax.x x). It is easy to see that Q —pyre Q. Since our wp is intended to cover
partial correctness, we should be able to prove the specification wp Q {v. False}. But how?

The core reasoning principle for recursion in typical Iris-based logics is Léb induction, which
surfaces the underlying step-indexed nature of Iris [65, 69]. In the logic, this is exposed by means
of the so-called later modality [3, 6, 57], written > P. Intuitively, the assertion » P says that P is only
“approximately” true now, but will be actually true after one step of computation.

The connection between program steps and the » modality can be seen in the rules for the
wp in Figure 2. For example, in the rule WrStore the assumption to the left of the turnstile is
> vs>(f > w - ®(())). The left conjunct requires us to own the points-to for ¢ containing
some value v before the store occurs. The right conjunct says that—one step later—after the store has
happened, we get back ¢ — w (reflecting the updated value) and have to establish the postcondition.

Proc. ACM Program. Lang., Vol. 10, No. ICFP, Article 284. Publication date: August 2026.
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The later modality commutes with most logical con- ,
. . . 1 LATERMONO LoB
nectives, except for the magic wand and the existential PrQ »PL P

quantifier.” There are three key rules for working with LATERINTRO —_—
Pr»P >PrF>Q P

the later modality: LaterINTRO, LATERMONO, and LoB.
Intuitively, LaTerInTRO tells us that if something is true
now, it remains true one step later. (In particular, this means the wp rules with > imply the ones
without ».) The rule LaTerMono is the main elimination rule for the later modality: we can eliminate
a later modality in our assumptions if we can remove a later modality from the conclusion as well.

The critical rule for reasoning about loops is Lo induction, which reifies induction on the step
index: To prove P, it suffices to prove P under the induction hypothesis > P. This allows a coinductive
style of reasoning: we can use the induction hypothesis > P only after we have made “progress” by
taking a step in the program, which lets us apply LarerMono to “unlock” the induction hypothesis.

Example 8. We demonstrate how Lob induction allows us to verify the program Q:
Fwp Q {v. False}
= >wp Q {v. False} + wp Q {v. False} by Los
= Q —pure Q by WrPure

Here, applying Los allows us to immediately conclude using WePure. Standard rules for partial-
correctness reasoning about recursive functions or while loops can be derived using L6b induction.
The power of Lob induction is that it is not tied to a particular program construct but works for all
propositions, and the induction hypothesis can have an arbitrary shape. This is useful for proving
our completeness theorem.

Theorem 9 (Completeness of Seqlang). If safe, (e, o), then * (;,)co € > v FWpe {v."0(0)'}.

The proof proceeds similarly to the proof of Theorem 7, but instead of doing induction on the
fact that (e, o) is strongly normalizing, we do L&b induction.® Instead of the requirement to exhibit
an explicit step with the — relation, the induction hypothesis is now guarded by a later modality.
But this is equivalent, since the later modality is the logic’s way of requiring us to take a step!
Indeed, the old proof continues to work. In all cases, we apply one of the wp rules which introduces
a later modality in the goal. By applying LarerMono, we “unlock” the induction hypothesis and use
it to conclude the proof.

3 Completeness for a Concurrent Language

We have seen how to prove completeness for an Iris-based program logic for a sequential language. In
this section, we define the concurrent language ConcLang and show how our approach generalizes
to this language.

3.1 A Concurrent Separation Logic

We begin by extending the grammar, reduction rules, and program logic with support for concur-
rency. These additions are outlined in Figure 3. On the language side, we add two new primitives.
The first is fork, which implements unstructured concurrency. The second is an atomic compare-
and-swap operation CAS, which allows us to write interesting concurrent programs. Threads are
modeled using a thread-pool semantics, defined by the relation —+p, which works on configurations
p now stormg a list of threads (expressions). We will treat this list as isomorphic to a finite partial
function N ™ Expr mapping n to the element at index n in the list. To create new threads, the

5Tt commutes with the existential quantifier if the domain of quantification is non-empty.
®This requires that we move the assumption safeq, (e, o) into the logic as the assertion rsafeq, (e,0)".
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e € Expr:= --- | fork(e) | CAS(ey, e2,e3), €€ L(Expr), p € Conf = L(Expr) X State
P,Q€iProp:= -+ |wpge{v.®(0)} | BgP | [PV |o¥m| k=0
TpSTEP
(T(n),0) = (ez, 0", €f) BASEFORK
(T’ O-) —tp (T[n — 62] + Ef’ G,) (fork(e)’ G) —base (()s g, [e])
UprDATEINV
INVALLOC Ncé& PxQr BgnP*R
P+ pglPV [PV «Qr BgR
WrATOMICINY WpUPDATEELIM
NCE Atomice Pi—wps\Ne{v.P*QD(v)} P+ wpge{®}
[PIN+ wpg e (@} PePwpge (P}
WprPWAND WPVALUE
wpg e {®} * (Vx. B(x) + Bg¥(x)) - wpg e {¥} Bg®(v) 4 wpg o {®}
WprFork

> B (P(() * wps e {v. True}) + wpg fork(e) {}

Fig. 3. Syntax, semantics, and a concurrent separation logic for ConcLang.

relations — and —pase have a new parameter €y, which is a list of forked-off expressions. This list
is empty in all rules except BaseFork, where it is a singleton list since fork creates one new thread.

On the program logic side, the important new rule is WeFork, which allows us to spawn a
new thread. Applying this rule lets us reason about concurrent threads by dividing our resources
between the current thread and the new thread. For example, to establish wp fork(e;); e, {®}, we
apply WeBinD and WrFork and are left with the goal wp e; {v. True} = wp (); e, {®} (ignoring 5
and & for now). That is, we must prove two separate wps, one for each thread. This is a key power
of concurrent separation logic: We can verify threads in isolation, as long as we can separate the
assumptions needed to verify each of them. However, the disjoint separation means that if we have
a points-to assertion ¢ — v, we can only give it to one of the two threads. That suffices if the two
threads access disjoint pieces of state, but if they need to share access to the same state, then we
need other features in the logic: invariants and ghost state.

Invariants and Masks. If we want two threads to operate on the same heap cell, we need to
somehow give both of them access to it. Since the executions of both threads interleave, we can
no longer reason about each thread in complete isolation: we need a way to describe the protocol
that the two threads use to cooperate. In Iris, this is achieved using the invariant assertion [P |V,
which says that P is an invariant of the program execution, i.e., it holds at all times. Invariants
are annotated with an identifying namespace N. For bookkeeping purposes, the wp assertion is
annotated with a mask & that determines the invariant names that a specification may rely on.
We use T to denote the set of all names. Together, namespaces and masks are used to prevent the
prover from opening the same invariant twice in a nested fashion, which would be unsound. The
technical details of namespaces and masks are orthogonal to our focus; see Jung et al. [36] for the
full exposition.
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Invariants are freely duplicable,” i, [PV +[P]V %[P|V, and thus shareable across threads.
This is sound because an invariant assertion merely conveys the knowledge that an invariant is
maintained. A thread may use N to access P for one atomic step, so long as it re-establishes P
after that step is completed.® This process is captured by the rule WeATomicInv. After opening
an invariant, the invariant’s namespace is removed from the mask. Additionally, we have a side
condition Atomic e requiring that e is atomic, i.e., it reduces to a value in a single reduction step.

Example 10. Let us now verify the following specification about a program which shares a
location between two threads.’

wp; let x = ref(0) in fork (x « 1);!x {v. "o € {0, 1}—'}

The proof proceeds by first allocating the location £,. Next, we can allocate an invariant using
InvArroc (keep ignoring the | for now). The invariant we allocate is[Jo € {0,1}. & — 0 N for
some /. The choice of N does not matter in this example. Since invariant assertions are duplicable,
we can pass it to both threads when we apply WrFork. Both threads will now proceed to access the
invariant. For the forked-off thread, we use WrAromicInv and since a store operation is atomic, we
get access to the points-to for the duration of the operation. Afterwards, we restore the invariant.
This is possible since we store 1, and 1 € {0, 1}. Similarly, when performing the load in the main
thread, we open the invariant to learn v € {0, 1}, which establishes the postcondition.

To summarize, we have created an invariant, shared it between two threads, and opened it around
atomic operations in each thread. The choice of the invariant was up to us, but we have to ensure
that all threads maintain it. This is a typical pattern for concurrent program verification in Iris.

Ghost State and Resource Updates. While the invariants we just presented are sufficient for
reasoning about simple concurrent programs, it has long been known [59] that for general reasoning
about concurrent programs, we need additional auxiliary or ghost state.

The update modality B¢ is the primary primitive for manipulating ghost resources in Iris.
Intuitively, the assertion B g P denotes a resource that can be changed to a resource satisfying P.
The way a resource may change is resource-specific; we will explain the permitted changes for the
resource relevant to this proof below. This update may make use of the invariants in mask &, but
must also promise to maintain those invariants (UppateInv). The update modality can be eliminated
at any suitable time during program verification using WeUppaTeELIM. The update modality also
shows up in the invariant allocation rule InvAtrroc, as that rule has to register the new invariant in
the ghost state.

Iris provides a general mechanism for users to define their own custom ghost state; we refer to
Jung et al. [36] for the details. For this paper, however, we will only need ghost map assertions that
can be treated as abstract predicates governed by the rules shown below.

GHOSTMAPINSERT
GHOSTMAPLOOKUP GHOSTMAPALLOC k ¢ dom(m)
o'mik —Yor"mk)=0 FBgdy. oo omrBgemlk—uv] xk =¥
GHOSTMAPUPDATE GHOSTMAPDELETE
omrk Vo Bge’mlk—o ] xk Vo omxk =V o+ Bge’(m)\ {k})

"Using Iris terminology, the invariant assertion is persistent, which allows us to use it several times.

8For soundness reasons, invariants only give access to > P. In this paper, our invariants are always timeless, so we can
eliminate this later modality. See Jung et al. [36] for the details and a definition of timelessness.

9The program uses let-bindings and sequencing, which are easily encoded using lambdas.
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Ghost maps consist of two types of assertions: the authoritative assertion 'm and a “ghosts-to”
assertion k <Y v. Both assertions are indexed by a ghost name y that identifies a particular ghost
map instance. The o’m assertion tracks the full or “authoritative” view of the ghost map m with
name y. A new ghost map can always be allocated with a fresh ghost name (GrostMarArLoc).
The ghosts-to k <Y v tracks a partial view of the ghost map with name y and that the key k
currently stores the value v. That is, by owning ¢’m and k <! v one may conclude m(k) = v
(GuostMarLooxur). New entries can be inserted (GuostMarINserT), updated (GHOSTMAPUPDATE),
and deleted (GrostMarDELETE) accordingly. Since these change ghost state, they are guarded by
the update modality.

3.2 Completeness for Concurrent Programs

Now that we have extended the logic with concurrency primitives, we revisit the question of
soundness and completeness. First, our soundness result changes due to the switch to a thread-pool
semantics, which requires us to state safety at the level of configurations:

safe-tp,(€,0) 2 VE',o'. (¢, 0) >y, (8',0) =
Vn,e”. é'(n)=¢”" = (Fv.e”" =v A (n=0= ¢(v))) Vred(e”, o)
safew(e, o) %safe—tp(p([e], o)
Intuitively, no thread may get stuck, but only the “main” thread, the first in €’, has to satisfy the

postcondition ¢ on termination.'’ For this modified definition, we have the following analogues of
Remark 3 and Remark 4.

Remark 11. Ifsafe-tpga(a o), then either é(n) is a value, satisfying ¢ ifn = 0; or (¢(n), o) is reducible.
Remark 12. Ifsafe-tp(p(é, o) and (€, 0) —>tp (€2, 02), then safe-tp(p(é’z, 02).

The soundness theorem establishes safety for a thread pool with e as the initial main thread.
Theorem 13 (Soundness). If + wp- e {v. r(p(v)—'}, then safeq)(e, o) forallo.

For the completeness theorem, recall the two main facts that were maintained inductively in
our previous sequential proof: (1) the current expression e and state o are safe, and (2) we have
points-tos for all the locations in 0. As we move to the concurrent setting, safety is a property of
the entire thread pool, and the points-tos for the locations may be shared across threads. To deal
with these changes, we first introduce ghost state to track the status of the concurrently running
threads. Specifically, we use a ghost map of type N fin, Expr to track the thread pool. This way,
even though we reason about one thread at a time when proving a wp, we maintain that the overall
system is safe at all times. Each thread owns the ghosts-to for its own thread identifier. Second, in
order to allow threads to share access to the state, we put all the heap points-tos in an invariant,
along with the authoritative copy of the thread pool ghost state. This invariant looks as follows.
‘N

Leompt = ‘3 é 0. rsafe-tp(p(é, o) * oF & x Kt vyeoc PO

We can now state the core lemma we are going to prove by Lob induction.
Lemma 14 (Per-thread Completeness). Icompr * n <Y e - wpr e {o.n =¥ v}.

As in the sequential setting, the proof of this lemma eliminates the safety assumption to deduce
that e is either a value or reducible; in the latter case, we perform a case analysis on which step it
takes. Since the safety assumption is maintained by the invariant, we first open the invariant.

10We think of the overall return value of the concurrent execution as being the value that the first thread returns. This also
matches the way forked-off threads have the postcondition True in WPFORK.
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This immediately presents us with an issue: We can only keep the invariant open around the
next step if e is atomic, but without opening the invariant we do not know whether e is atomic or
not. Therefore, we do not know whether to apply WeAromicInv or UppateIny. The existing rules do
not easily allow us to open the invariant and only then make the decision of whether to keep it
open for the next step or not. To overcome this issue, we need Lemma 15.

Lemma 15. If N C &, and if e is reducible under some o, then it holds that

[PV s (P~ gy
(3K,e’."e =K[e']" = "Atomice”  (30’. "base-red (¢’,0")") =
Wpgp € {0.P*wpg K|[o] {‘I’}}) v

P wpg e{‘P})
Fwpge{¥}

This lemma lets us delay this choice until after the invariant has been opened. In particular, with
this rule we can prove Atomic e after opening the invariant, using assumptions previously kept
in the invariant.!' At its heart, what the lemma says is that after obtaining the contents P of the
invariant, we can decide to either prove that e is atomic and close the invariant after taking a step
(left disjunct) or immediately close the invariant again (right disjunct).

Returning to the proof of Lemma 14: using Lemma 15, we can open the invariant and use
GrostMarLooxkur and Remark 11 to learn that e is either a value or it is reducible.!? If e is a value,
we conclude with WeVavrue. If not, we derive e = K[e;] where e; is base-reducible. That is, we get
that (e, 0) —pase (€, 07, é}) for some o, ¢’, ¢, é}c. We perform case distinction on the base step.

For pure steps e; —pyre €', we have to immediately close the invariant again (i.e., we pick the
right disjunct in Lemma 15), since pure steps are in general not atomic. While this forces us to give
up all assumptions about the state, we do not actually need them, since pure steps do not care about
the state. Using WeBinD and WePure, we are left with proving wp, K[e'] {-- - }. We also unlocked
the Lob induction hypothesis since the pure step allowed us to eliminate a later. But to apply the
induction hypothesis, we would need n <" K[e’] while we currently only have n <Y K[e;]. We
can update our ghosts-to by opening the invariant again (for 0 steps) and using GHosSTMAPUPDATE.
To then close the invariant again, we use Remark 12 to prove that the new configuration is safe.

For BaseFork, we have e; = fork er. Here, we also close the invariant (right disjunct of Lemma 15)
and proceed similarly to the previous case. But now we need to prove two wp assertions, one for
each thread. To do so, we can again open the invariant to update n < K[forkes] to K[()], but
also insert a new entry n’ (using GuosTMAPINSERT) to create a new ghosts-to n’ <Y ey for the
newly created thread. We close the invariant again. We now use our L6b induction hypothesis twice,
once for the parent thread and once for the new thread. This is possible because Lb induction
hypotheses hold without any resources and are thus duplicable.

For atomic expressions modifying memory, we can keep the invariant open (left disjunct of
Lemma 15). This lets us obtain ownership of the entire heap (the iterated separating conjunction with
all points-tos), so we can proceed like in the sequential case. Handling CAS is also straightforward
since it is very similar to a load or a store. Once this is done, we close the invariant, which once
again requires updating the ghosts-tos like in the other cases.

1Qur proof of this lemma makes use of the excluded middle in the meta-logic. This could be avoided by proving that
Atomic e is decidable.

2].emma 15 already requires that e is reducible, so we actually open the invariant (for 0 steps, using UPDATEINV) already
once before applying the lemma.
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This lemma, while having a rather technical precondition, contains the “meat” of the completeness
proof. Proving a lemma that is the obvious inverse of soundness is now easy:

Theorem 16 (Completeness of Conclang). If safe, (e, o) for all o, then+ wp- e {v. rqo(v)-'}.

Proor. We instantiate the precondition with the empty heap @ to get safe-tp,,([e], @). Next, we
use GHosTMAPALLOC to get an empty ghost map at y, and insert 0 « e into it giving us 0 <Y e. We
allocate the invariant Ic,m, since we have all required resources, including the iterated separating
conjunction over the empty set. From Lemma 14, we get wp e {0. 0 <7 v}, while we must derive
wp e {v. r(p(v)-'}. For this, we use WpWanp, which also allows us to open invariants with UppaTEInv.
We assume 0 <! v and must show B+ ¢(v)’, for which we once again open Icompl, and then use
GuostMarLookup and Remark 11. Since v is a value and thus not reducible, and since n = 0, we get
¢(v), which finishes the proof. O

3.3 Language-Independent Completeness

So far, we considered proving completeness for a concrete language. However, Iris provides a default
program logic based on a generic wp construction, suitable for any language A that implements the
language interface. This wp comes with a language-independent soundness theorem that factors
most of the work of proving soundness for a particular language into a reusable building block.
This raises the question: is there a similar building block for completeness?

The language interface requires A to have a concept of expressions e, values v, state ¢ and
evaluation contexts K. It must also have contextual operational semantics derived from a base
reduction rule —pase, With concurrency handled via thread-pool semantics.

To determine what a completeness recipe for an arbitrary instance of this interface could look
like, we return to the proof of Theorem 16 and split it into a generic and a language-specific part.
On the language-specific side, we have the individual cases for each base reduction step, and the
fact that we need an iterated separating conjunction over the entire state o (which can look very
different for other languages). To abstract over the iterated separating conjunction, we introduce a
predicate S, : A.State — iProp collecting all language-specific resources required to represent the
state. To abstract over the base reduction case distinction, we formulate a general condition on
base reductions that is sufficient to obtain completeness. Our language-independent completeness
theorem then only requires that A satisfies this condition.

In the following, we discuss a simplified version of language-independent completeness for lan-
guages such as HeapLang. A more general form that can also handle Agys; is shown in Appendix A.

Theorem 17 (Language-Independent Completeness). Let A be a language satisfying Condition 18
given below. Ifsafeq)(e, 0), then S.(o) F wp e {v. '_qo(v)-'}.

Condition 18 (Completeness).
"base-red(e,0)' * S (0) + Pg ("Atomice’ x V. > WithStatePre(E, e, o, ®) + wpg e {d}) V
(S-(0) = V. > WithoutStatePre(E, e, ®) + wp e {®})
where
WithStatePre(E, e,0,®) = Vo', 0”. ¢;. "(e,0) = (v, 0, Ef)-' xS, (07) =
Be@(v) « %k, cz,wpr e {0 True}
WithoutStatePre(E, e, ®) 2 Ve' . é. (Yo' S(0”) « PgIo”.(e,0") =" (¢/,0”.¢/) xS(0”))
Brwpr e’ {®} « %k, .z wp.ep {0 True}

I>
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To understand this condition, imagine we are trying to prove it for some language A, and ignore
the grayed-out parts for now (they are only relevant for reduction steps that fork new threads).
We get to assume that e is base-reducible, as well as S, (o). Our proof can now go ahead by case
distinction on base-reducibility. The condition offers us two choices for proceeding.

If we need access to S to execute e, we proceed with the left disjunct by proving wpg e {®} for
some arbitrary @, under the WithStatePre precondition. This is only possible if e is atomic. Proving
this will require a language-specific rule, and since e is atomic, this rule should just leave us with
®(v’) for some o’. The only way to prove ®(v’) is to use WithStatePre. That means we have to
prove that (e, o) actually steps to (v’, 0’) and that we can update S, (o) to So(0”).

If we do not need to keep S, around for the execution of e, we proceed with the right disjunct. In
this case, we must give up S, (o). Our goal is now wp e {®} with the mask T. Again, the next step
is to apply some language-specific proof rule. The idea is that this rule makes progress on the proof
by reducing e to e’ (think of WePure). As long as we take at least one step in this reduction, we
can apply WithoutStatePre to obtain a wp for e’. More specifically, applying WithoutStatePre forces
us to prove that we can reduce e to e’ starting in any state o’, potentially different from the o we
encountered before, and potentially changing it to ¢”’.!> As part of this, we are given S,(¢”) and
have to update it to S;(¢”’). If we can prove such a state-independent reduction from e to e’, then
in exchange we obtain a wp for ¢’.

The grayed-out parts handle fork-based concurrency: If any steps we take fork off new threads é,
then we need wp assertions not just for e’ (or the postcondition for v”) but also the new threads.

Theorem 17 (or rather, its generalization using Condition 32) is powerful enough to verify many
of our case studies. A similar theorem can be proven for sequential languages; this gives rise to a
slightly stronger conclusion (see Appendix B). Some case studies come with a custom definition of
wp which makes Theorem 17 formally inapplicable; for these we are able to re-prove a very similar
theorem by closely following the pattern outlined so far.

4 Case Study: Completeness of HeapLang

Having demonstrated the structure of our approach, we turn our attention to proving completeness
of existing Iris-based program logics. We begin with HeapLang, the built-in language of Iris which
is often used as a starting point for other program logics. HeapLang is very similar to ConclLang,
with two main differences. First, freeing a heap location leaves behind a tombstone that prevents
this location from being re-allocated in the future. Second, HeapLang has support for prophecy
variables [37]. The full definition and program logic for HeapLang can be found in Appendix D.

The first point is relevant for completeness because it means a program can assert that two
separately allocated locations are different even if the first location is freed before the second one is
allocated. HeapLang did not come with a proof rule intended to cover this case, so it may seem like
we cannot prove the correctness of such a program and hence the logic is not complete. However,
it turns out that the existing rules for HeapLang’s “metadata” mechanism (which allows the proof
to associate arbitrary ghost data with a physical location) are sufficient to derive correctness of that
program. By adding “metadata” tokens in S, and adding a new law for metadata token exclusivity,
we are able to establish Condition 18.

Prophecy variables are technically challenging because of how they are embedded in the op-
erational semantics via two “virtual” operations: newproph creates a new prophecy variable with
a unique identifier; resolve p to ' resolves prophecy variable p to value v by adding a special

3In the example we considered above, the state will never change here, but in §6 we will see an example of a language
where the “without-state” case is useful for state-changing reductions. Similarly, our examples have so far only taken one
step whereas the condition allows taking multiple; this is a straightforward generalization of Remark 12 and also used in §6.
4This is a simplified version, see Appendix D for the general version.
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observation label to the base step. To ensure freshness of prophecy variables, the state now carries
two components: o.h is the usual heap, and o.pid is the set of already used prophecy identifiers.

BASERESOLVE
BAaSENEWPROPH € o.pid
p & o.pid o’ = o with pid := o.pid U {p} P P
(newproph, o) —pase (p, 0’ €) (resolve p too, o) Mbase (0.0.€)

As part of this work, we had to slightly adjust BaseResorve (highlighted in blue): the original rule
did not have a premise, i.e., resolve p to v would reduce even if p did not exist. Since the reasoning
rule for resolve requires ownership of p, the missing premise made the logic incomplete. After
adding the missing precondition (a change that has been accepted by the Iris project), we can show
Condition 18.1°

Overall, this case study shows that our approach to proving completeness has the expected effect
of identifying examples of programs that are correct with respect to the operational semantics, but
cannot be verified with the existing proof rules. With only minor tweaks to the language and the
logic, we establish completeness of HeapLang using Theorem 17.

5 Case Study: Completeness of a Total Correctness Logic

Apart from the wp e {®} assertion for partial correctness, Iris also comes with a variant wp e [D]
for total correctness [43]. This new connective satisfies the following soundness theorem.

Theorem 19 (Total Soundness). If - wp e [v. rqa(v)-'], then safetp(e, o) A SN_,tp([e], o) forallo.

This total wp connective is concurrent and proves scheduler-independent termination, requiring
the program to terminate even under a maximally demonic scheduler.'® The rules for the total wp
are very similar to the ones discussed so far. The only difference is that none of the rules contain any
later modalities, so that we are not allowed to eliminate a later modality when taking a step. This
makes Lob induction impossible, forcing us to prove that programs actually terminate, typically by
induction in the meta-level logic.

This also means that we cannot use Lob induction in our completeness proof either. Instead,
we use the strong normalization assumption, echoing §2.2. Our proof mostly follows the general
recipe of §3.3, and can be split into a language-specific total completeness condition and a language-
independent part. In fact, the total completeness condition is identical to Condition 32, except that
partial wps are substituted by total wps and later modalities are removed.

Theorem 20 (Language-Independent Total Completeness). Let A be a language that satisfies the
total completeness condition. Ifsafew(e, o) A SN_>tp([e], 0), then Ss (o) F wp e [v. I—<p(v)—'].

The heart of the proof is a thread-local lemma akin to Lemma 14. The challenge in this proof is
that it has to be done by induction on the strong normalization of some configuration p; = (€}, 07).
But since all our knowledge about the “current” configuration is held inside the invariant, we do not
have this “current” configuration available to do our induction. It seems like we need to open the
invariant before starting the induction, but this does not lead to a sufficient induction hypothesis.

The solution is to do induction on a lower bound of the current configuration. Since the current
configuration is not accessible at the start of the proof, we use additional ghost state to track past
configurations that can reach the current configuration, one of which will be p;. The proof is then
by strong induction on this lower bound p; being strongly normalizing.

15We also had to slightly strengthen the proof rule for resolve in a way that is orthogonal to this change, and related to
the part of resolve that we simplified away for this discussion. See the resolve rule in Appendix D for details.
16See [43, p. 11] for a discussion on the limitations of this definition.
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As such, our induction hypothesis holds for all (transitive) successors of p;. Once we open the
invariant, we learn (from the additional ghost state) that p; —>:p (€, o), where (€, o) is the “current”
configuration. As usual in our completeness proofs, we need to take a step (€, 0) —¢p (€’,0”) toa
new configuration (€’, ¢’). But by transitivity, this is also reachable from the lower bound p;, so
the induction hypothesis is applicable and we conclude the proof.

We instantiate this general recipe with the total correctness logic for HeapLang without prophecy
variables (which are not supported by Iris’s total correctness logic).

6 Case Study: Completeness of Agyst

RustBelt [35] develops a logical relation for a Rust-like type system. As part of this, they define a
core calculus called Agyst that captures the central aspects of Rust, along with a program logic that is
used to define the logical relation. We have applied our methodology to their calculus, uncovering
some missing proof rules and, more interestingly, showing that the existing proof rules for memory
accesses are complete for the non-standard memory model of this language.

ARrust is superficially similar to ConcLang. A complete grammar of Apyg is given in Appendix E.
The main difference is the memory model, which distinguishes between atomic and non-atomic
accesses, and is defined in a way that causes programs with data races to get stuck. We say a data
race occurs when there are two concurrent accesses to the same location, in which at least one
is a write and at least one is non-atomic. In a semantics where data races cause the execution to
get stuck, a proof of safety (i.e., a proof showing that a program never gets stuck) implies that
the program is data-race-free. To detect data races in the semantics, Ar,st essentially equips every
memory location with a reader-writer lock. More precisely, a non-atomic access takes two steps:
the first step acquires the lock, getting stuck if this is not possible; this produces an administrative
redex. The second step performs the desired operation and releases the lock. Atomic accesses
ensure the lock is not held in a conflicting way; they only take a single step.

The program logic of Apyst entirely hides the existence of these reader-writer locks. The points-
to assertion ¢ — o ensures that the lock is currently not taken. Agyst also supports fractional
permissions [7], with £ -4 v for g < 1 allowing for the existence of concurrent readers.'” With
this setup, the proof rules for loads and stores are entirely standard. In particular, the rules for
atomic and non-atomic loads and stores are the same! However, only atomic accesses are Atomic,
so WrAromicInv cannot be used with non-atomic accesses.

Proving Completeness of the Data-Race-Free Program Logic. The program logic of Apyst
is an instantiation of the language-independent wp construction that comes with Iris. To estab-
lish completeness, we would therefore like to appeal to the language-independent completeness
theorem (Theorem 17), which requires us to pick a S, predicate. In the ConcLang and HeaplLang
instantiations, S, requires exclusive ownership of the points-tos for the entire heap. This poses an
issue for Agyst: in proving Condition 18, we are forced to pick the second (“without-state”) disjunct
for the case of a non-atomic memory access. This requires us to give back S,. We also need to keep
ownership of the points-to for the location we are about to access, so we have to be able to give back
S. without giving up the points-to. In the specific case of a non-atomic store, however, there is no
reason why the points-to must be tracked by S.: No other thread will access this location, because
there would otherwise be a data race, which would contradict the assumption that the program is
safe. Similarly, for reads, we know that other threads will not perform writes, so, intuitively, we
should soundly be able to take a fraction of the points-to out of S;.

7Tn fact, all our ghosts-tos and points-tos (in ConcLang and HeapLang) are fractional, but we have so far omitted this since
it was not relevant for completeness. In Agyst, the completeness proof actually has to make use of fractions.
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The solution is to choose S, such that it tracks the accesses currently happening on all locations.
If an access is ongoing, we may temporarily remove the points-to for the accessed location and
replace it with a proof that no other thread can possibly be performing a concurrent access.'®
Ignoring concurrent reads for now, we can capture this intuition by requiring that if ¢ is a location
in the heap with contents v, then:

10V (3n,e.n =) e "write-about-to-happen(e)')

/Z
That is, we either have the full points-to, or we know that some thread is about to perform a
non-atomic write. To also handle non-atomic reads, the statement becomes more complicated
and requires more detailed accounting of the fractional parts loaned out to each thread. In order
to establish this formally, we use the generalized language-independent completeness theorem
showcased in Appendix A, which exposes the threads’ ghosts-to assertions to the client. We refer
to our Rocq formalization for the full details.

Identified Completeness Gaps. While performing our completeness proofs, we noticed that
the existing rules in Agyst were not complete. The missing rules were unrelated to data races, but
instead about the semantics of comparisons, which can be non-deterministic when comparing
pointers to already deallocated parts of memory. We presume that the absence of these rules was
an oversight, since RustBelt never verified any programs that depended on this non-determinism.

Since Agyst uses a block-based memory model [46], the program logic also exposes block tokens
tracking the size of each block, which we put into the state invariant S.. In doing so, we realized
that these block tokens lacked an exclusivity law.

7 Case Study: Completeness of a Logic for Execution Time Bounds

Mével et al. [54] develop a logic for bounding the running time of programs by embedding time
credits [4] into Iris. Here, we consider a completeness proof for such a logic. Similar to their
approach, we extend ConclLang with a tick operation,’” where tick(e) encodes the idea that
executing e incurs a cost. For instance, if we want to bound the number of comparisons that a sorting
function performs, we would replace each comparison e; < e, in the function with tick(e; < e;).
The grammar of this language is given in Appendix F.

For the semantics of tick, the state o of the program is extended with a natural number counter
field o.tc. Evaluating tick(e) first evaluates e until it reaches a value v, then decrements the o.tc
counter by one, and returns v. The tick operation gets stuck if the o.tc counter is zero. Thus, if
o.tc = m and (e, ) never gets stuck, then e performs no more than m tick operations.?’

To reason about tick, the logic adds an assertion $(n) that represents permission to perform up
to n tick operations. These assertions are called time credits and have the following rules:

TIMECREDITSPLIT WprTick

$(m +n) 4 $(m) = $(n) $(1) x> ®(v) F wp- tick(v) {@}

TmvecreprtSeLiT allows us to split and join time credits with the separating conjunction. WrTick
lets us reason about a tick operation by spending 1 credit.

To prove that a program does at most m tick operations, we prove a wp starting with an initial
budget of $(m), as expressed in the logic’s soundness theorem.

8This is inspired by a similar construction used to reason about optimizations that exploit the absence of data races [17, §3].
PInstead of extending ConcLang, Mével et al. [54] actually implement tick as a library in ConcLang. However, such an
approach can only be complete for programs that use the library “correctly,” which is hard to state, let alone reason about.
201t is essential to add tick around every operation we actually wish to count as incurring a cost. Mével et al. [54] discuss a
translation that adds a tick to all steps of the language, while other work [26] has instead parameterized the operational
semantics with a cost model for each transition, but the basic idea is the same.
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Theorem 21 (Soundness of Time Credits).
If $(m) - wpr e {o. r(p(v)-'}, then safe(p(e, o) for all o with o.tc = m.

Because this theorem implies e never gets stuck when starting from any state with o.tc = m,
we know that e performs at most m tick operations. Using the techniques of this paper, it is
straightforward to prove a completeness result showing that the above two rules for time credits
are all we need:

Theorem 22 (Completeness of Time Credits).
Ifsafew(e, o) for all ¢ with o.tc = m, then $(m) + wp e {U. '—(p(v)-'}.

Proor SKETCH. Apply the language-independent completeness theorem (Theorem 17), and
instantiate S, (o) as (% (tevyeon L P v) * $(o.tc). The proof of Condition 18 is very similar to the
one for Conclang, and the only new case is for tick. For that case, from the safety assumption
we know that o.tcis at least 1, so by using TimecreprTSpLIT, We can pull out $(1), which we spend
using WeTick to justify the tick step. O

8 Case Study: Completeness of a Logic for Probabilistic Error Bounds

In this section, we turn to Eris [1], an Iris-based separation logic for proving bounds on the
probabilities of errors in higher-order sequential probabilistic programs. The idea is that many
randomized programs are designed to satisfy a specification with very high probability, and only
fail when some rare event occurs. Eris allows one to prove a bound on this probability of failure.
Because Eris’s specifications cover a probabilistic property, it does not use Iris’s default definition of
wp, so we cannot directly apply Theorem 17 or Theorem 20 to establish completeness. Nevertheless,
as we will see, the general proof approach developed in the previous sections can be used to obtain
a completeness result for Eris.

Eris targets a language that extends SeqLang with a probabilistic choice operator rand N, which
evaluates to a random integer drawn uniformly from the set {0, ..., N}. The grammar of this
language is given in Appendix G. The language removes free and makes allocation deterministic,
so that the only non-determinism is the probabilistic choice in rand. To define a semantics for
this language, the authors first define the function step : Expr X State — Expr X State — [0, 1],
where step (e,0) (¢’,0’) gives the probability that (e, o) steps to (e’,0”) in a single step. This
plays an analogous role to the — relation in SeqLang. They then inductively define the function
exec, : Expr X State — Val — [0, 1], where exec, (e, o) v gives the probability that (e, o) will
terminate and return v in at most n steps. The partially applied function exec,, (e, o) can be seen as
a sub-distribution on values, meaning that the sum of the probabilities it assigns to all values is a
number p < 1. The gap between p and 1 represents the probability of non-termination after n steps.
Finally, exec (e, o) v is defined as the limit of exec, as n — oo.

Eris comes in two variants, a partial version and a total version. In this section, we will focus
on the total version, though our Rocq development proves a completeness result for the partial
version as well. The key feature of Eris is the error credit assertion written / (¢) with ¢ € [0, 1],
which represents a “budget” or “permission” to err with probability ¢. Just as time credits represent
permission to incur a cost and must be spent every time a tick occurs, error credits are spent when
a specification fails to hold with some probability. By constraining the initial budget, the probability
of failure is bounded from above, as formalized in the soundness theorem for Total Eris:

Theorem 23 (Soundness of Total Eris).
Iff(e) Fwpe [v. '—(p(v)_'], then Pregec (e,0) (@] = 1 — ¢ forall .
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The conclusion of this statement says that with probability at least 1 — ¢, evaluating (e, o) will
terminate with a value satisfying ¢. In other words, the probability that it either diverges, gets
stuck, or returns a value that fails to satisfy ¢ is at most ¢, the initial error budget.

We reason about error credits using the following five rules:

ERRCOMBINE ERRWEAKEN ERrr1
Z(e1) % £ (&) AF £ (&1 + &2) () x ey <1 F£(e5) Z (1) + False
TwprRANDEXxP
N &(i) TwpTHINAIR
Zi:ON_,_l:E Ve'."e' > ' % (')« Prwpe D]
f(¢) rwp randN [n. 7(&(n))] f(e)*Prwpe[D]

ErrComBINE allows us to split and join error credits, much like time credits. Using ERRWEAKEN, we can
weaken our credits to a smaller amount. Err1 says that if we have 1 error credit, then we can derive
False. The intuition here is that if we look at the statement of soundness, then owning # (1) means
we only have to show our specification holds with probability at least 1 — 1 = 0, which is trivial, so
there is nothing to prove. The rule TwpRanDExp allows us to re-distribute our credits across the
different branches of rand N, as long as the resulting error credits have the same expected value as
the amount we started with. The user instantiates the rule with a function & : {0,...,N} — [0, 1],
where & (i) represents how many error credits we will have in the postcondition when the random
sample returns i. The idea is that, if an error will occur on some branch based on the outcome of
rand N, we shift credits from the non-erroring branches to the erroring branches, so that they have
# (1) and can apply Err1. Finally, TwpTHINAIR?! says that when proving a wp, if we start with ¢
credits, then it suffices to show that the proof can be carried out with any ¢’ that is strictly greater
than ¢. In other words, this rule allows us to conjure up additional error credits “out of thin air,” but
the additional error might be arbitrarily small. The justification for this rule relies on a continuity
property of the wp, which we use to take the limit as ¢’ converges to .

Using these rules, it is possible to verify almost-sure termination of programs, i.e., show that
they terminate with probability 1. Almost-surely terminating programs are not necessarily strongly
normalizing, but the probability of a diverging execution is 0. In general, reasoning about almost-
sure termination is challenging, and the research literature has a number of variants of program
logics and proof rules for showing almost-sure termination of probabilistic while loops, with recent
interest in characterizing the completeness of these proof rules [49, 52].

We will show that Total Eris is nearly complete. The failure of completeness has nothing to do
with probabilistic reasoning, but rather comes from the fact that the language uses a deterministic
allocator, yet the proof rule for allocation is the same as the one we saw in §2, where we non-
deterministically get a points-to for the returned location. Thus, instead we prove completeness for
programs that do not allocate (but may make use of existing allocated locations):

Theorem 24 (Completeness of Total Eris). For all configurations (e, o) not containing any memory
allocation expressions, if Prexec (eo) [¢] =2 1 — ¢, then £ (&) * Ky yyes L > v Wpe [v. '_qo(o)-'].

To approach the completeness theorem, we start from executions up to a finite number of steps.

Lemma 25. For all configurations (e, o) not containing any memory allocation expressions, if
Prexec,(eo) (@] 21— ¢, then £(e) * X (yyyeo L v Wpe [v. I}p(v)j].

Proor. We first weaken the £ (¢) to £ (1 — Pregec, (e.0) [¢]) via ERrRWEakEN, and then perform
induction on n, with e and ¢ quantified. The structure mirrors the completeness proof in §2, but

ZNote that the TWPTHINAIR rule was not a part of the original Eris logic [1], but only later introduced in the concurrent
variant Coneris [47] and subsequently added to the Eris formalization as well.
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with one key difference: whereas that proof performed induction on strong normalization (or, for
partial programs, used Lob induction), here we induct on the index n of exec,,.

When n = 0, either e = v for some v satisfying ¢, or Prexec,(e,s) [¢] = 0. In both cases, the wp
can be easily derived. In the inductive step, we need to show:

If Ve', 0" £ (1 = Prexecy(e'0) [@]) * Ktevyeor t v FwWpe [U. r(p(v)j] (the IH),
then £ (1 = Pregec,yi (e.0) [9]) * K (ppyeo L > 0 F Wpe [0."0(0)'].

Here, the nontrivial case happens when e is a reducible expression (and hence not a value). As
in §2, we decompose e into K[e;], where e; is base-reducible. We then apply WeBinD and proceed
by case distinction on the base step e; takes. For pure reductions and heap-dependent operations
(only loads and stores are possible), the proof follows exactly the same pattern as before.

The genuinely new case arises when e; is rand N. In that case, e = K[rand N] and the configu-
ration (e, o) steps to (K[i], o) for every i = 0,..., N with equal probability. The failure probability
of this expression is given by:

1- Prexecn(K[i],a) [‘P]
N+1

-

. I

1- Prexecnﬂ(e,a') [QD] =
We can therefore apply TwrRaNDExe with & (i) = 1 — Preec, (k[i],0) ¢ ]. This yields £ (& (i)) for
each outcome i, with which we can obtain wp K[i] [v. r(p(v)-'] by the induction hypothesis. m

With this lemma, we can prove Theorem 24. We start by applying TweTHINAIR, giving us £ (¢’)
for some ¢ > &. From this inequality, we have that Pregec (e,0) [¢] > 1 — ¢’. By monotonicity of
exec, there exists n such that Preyec,, (e0) [¢] > 1 — ¢’. It follows by Lemma 25 that 3, y)e £

vxf()rwpe [U. r(p(v)-'].

9 Case Study: Completeness of a Relational Logic

So far, we have looked at instances of Iris used for unary reasoning, where a specification describes
a single program’s behavior. However, Iris has also been used for relational reasoning, in which
specifications relate the behavior of two programs. This kind of reasoning is useful because, among
other applications, it can be used to show that a program refines a specification program. A common
approach is to embed relational reasoning on top of an existing unary program logic by representing
the specification program as a form of ghost state, as in the CaReSL logic [69]. With this approach,
one introduces assertions to describe the state of this specification program. In this section, we will
look at how this approach works for the case of the ConcLang language.

The logic comes with three new assertions. First, we have an assertion j = e which states that
the thread at index j in the spec program’s thread pool is executing expression e, while £ - v
says that in the spec program’s heap, location ¢ points to v. Under the hood, both of these are just
Iris ghost state, similar to k <" v. Finally, we have an assertion specCtx"¥ which represents the
invariant that stores the authoritative copies of the spec program’s state. This invariant ensures
that the spec state can only be updated in a way that reflects the reduction semantics of the spec
program. Then one derives rules for executing steps of the spec program by performing Iris ghost
state updates. For example, for any & such that N' € &, we have:

specCth*jI=>K[[<—w] #l 50k BPg (B K[()] %25 w)
specCth*j B K[{]xts0F Bg (j = K[o] x5 0)
specCtx + j = K[ref(v)] - Bg (3. j = K[£] * £ > 0)
specCtx x j = K[fork(e)] F Bg (3. j = K[()] * j' = e)
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The first two rules perform stores and loads, respectively, using the spec program’s points-to
assertions for the corresponding location. The third rule allocates a new location, creating a new
spec points-to for the new location. The fourth rule forks a thread and creates a fresh j* = e that
represents the forked-off spec thread. Similar rules can be shown for all of the other primitive
commands and pure steps of the language.

Then, to prove that an implementation e refines a specification e’, one proves a particular wp for
e, as captured by the following soundness theorem.

Theorem 26 (Relational Soundness). If specCtx™ %0 = ¢’  wp e {v. . 0= 0"+ "p(o, v’)—'},
then

(1) (e, @) is safe, and
(2) for all v, €, and o such that ([e], @) —>f:p (v = € 0) there exists v’, €/, and o’ such that
([e']. @) =4, (0 :€7,0") and ¢(v,0").

This theorem requires a proof of the implementation e where in the precondition, specification
(“spec”) thread 0 executes e’, and in the postcondition, the spec thread has reached some value v’
that is related to the result v of the implementation. In the conclusion of the theorem, the first part
states the usual safety of e that we expect from the wp.?? The second part captures the relational
nature of the logic: it shows that for every execution of e in which the first thread terminates in
some value v, there is a corresponding execution of the spec program e’ in which its first thread
terminates in a value v’ that is related to v under ¢. In other words, this shows that e refines
e’. Intuitively, this soundness theorem follows from the fact that, due to how specCtx and the
spec points-to are defined, the only way we could have gotten 0 = v’ in the postcondition is
by constructing such an execution of e’. Because the relational reasoning is constructed by an
embedding on top of the unary wp, we get to reuse the soundness proof of the underlying wp. As a
result, the proof of Theorem 26 is an easy consequence of the underlying soundness of the wp and
the definition of the invariant in specCtx. We refer, e.g., to Timany et al. [68] for the details.

Now, given that we know the underlying wp is also complete, can we also derive completeness
of the relational logic, i.e., a converse to Theorem 26? To show such a converse, we would get as
assumptions that (e, @) is safe and that e refines ¢’ under relation ¢, and we would need to derive
the entailment. Applying the completeness property of the underlying wp (Theorem 16), we derive
a wp about e of the following form:

wp e {0." 30, é¢é’,0,0". ([e], ®) —1p (0:80) A ([€'],2) >y, (0 2 E7,0") Ap(o, v')'}
The postcondition here has the pure property about the existence of a corresponding execution of
e’. To finish the proof, we now “just” need to show from this pure fact that it is possible to update
0 = €’ to 0 = v’. An obvious idea would be to do so by induction on ([e’], @) —>:p (v =e’,0'),
showing that for each step in this trace, we can do an update on the ghost state.

However, perhaps surprisingly, this approach is blocked by one fundamental issue: the ghost
update rule for allocation shown above. The conclusion of this allocation rule says that we just
learn that there exists some location £, at which the allocation has occurred. But because allocation
is non-deterministic, £y may not be the same location as the one where allocation happens in our
assumed execution of e’!

In some sense, the notion of refinement we are working with is too brittle: we would like to say
that the refinement does not depend on the specific locations selected by the allocation. In fact, by

2Unlike notions of refinement that are commonly used in compilation, where any e is said to refine e’ if e’ triggers

undefined behavior, here the notion of refinement requires e to always be safe. We leave it to future work to see if our
methods can prove completeness for relational logics that allow for “exploiting” undefined behavior.
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changing the definition of the ghost state and the invariant in specCtx, we can derive the following
stronger version of the soundness theorem:

Theorem 27 (Strong Relational Soundness).
IfspecCtxV « 0= ¢’ F wpe {0.30". 0= 0"« "p(v,0")'}, then
(1) (e, @) is safe, and
(2) For any infinite set S of locations, for allv, €, and o such that ([e], @) —>:p (v :: €,0) there exists
v, €', and o’ such that ([e'], @) —y, (0" :: €’,0") where ¢(0,0") and dom(c”) C S.

In other words, with this version of the theorem, we get to pick an infinite set S of locations,?’
and we get that for each execution of e there always exists a matching execution of e’ that only
allocates locations in S. This ensures that the executions of ¢’ cannot depend too much on some
particular choice of allocation. With this stronger definition of specCtx, we introduce an additional
ghost state assertion reserve(S) that allows us to reserve a set of locations. This assertion is used in
the following two rules for N C &:

specCth F B¢ 3S. Minfinite(S)' * reserve(S)
specCth x j 2 K[ref(v)] = reserve(S) * £ € S'+ Bg (j = K[£] * £ =4 v+ reserve(S \ {£}))

The first rule allows us to obtain, at any point, some infinite set S of reservations. The second
rule says that if £ € S, where S is a set we have reserved, then we can force the allocation to be £,
which removes ¢ from the reservation set. With these stronger rules, we can prove the converse to
Theorem 27 as a form of completeness.

Theorem 28 (Strong Relational Completeness). Ife is an expression such that
(1) (e, @) is safe, and
(2) For any infinite set S of locations, for allv, €, and o such that ([e], @) —>:p (v :: €,0) there exists
v’, €’, and o’ such that ([¢’], @) H:p (v' :: €7,0") where p(v,0") and dom(as’) C S.

then specCtx¥ + 0 = ¢’ F wpe {0. 30". 0= v’ = "9(0,0')'}.

The proof follows the sketch we started with above, except that we start by getting reserve(S)
for some infinite set S. From our assumptions, we can then get that there exists an execution of
e’ that yields a related value where all allocations are in S. Now, because we have reserve(S), we
can perform ghost updates that match this execution. By using the stronger ghost update rule for
allocations, we ensure that all of the allocated locations in our ghost state match the ones in the
execution we are given.

10 Semantic Conditions for Completeness

In earlier sections, we examined several existing instantiations of Iris and established the com-
pleteness of their proof rules. In this section, we turn to the question of what one has to consider,
when coming up with a new instantiation of Iris, to ensure that a complete set of proof rules is
even possible. For this purpose, we zoom out from any concrete case study and consider again the
default Iris program logic with its language-independent wp. More precisely, we now look into the
definition of wp, the ingredients that go into building an Iris program logic, and what conditions
these ingredients need to uphold for completeness to become possible.

As mentioned in §3.3, this logic is first parameterized by a notion of a language A, which
must satisfy some basic structural properties. The next parameter of the framework is the state

ZMore precisely, in our Rocq development, we use a form of constructive infinite sets that allows for splitting an infinite
set into two infinite sets without using a choice principle.
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interpretation predicate, S., which is a predicate over program states.?! In Iris, assertions such as
¢ — v do not directly talk about the physical state; they are just ghost state. The role of S, is to
define a relationship between that ghost state and the program’s physical state. Under the hood,
¢ — v is defined using ghosts-tos, and the corresponding authoritative state is held by the state
interpretation. This allows the user to define ghost state assertions that track the physical state.
Since S, often needs to refer to some ghost state name y, we sometimes write S} to indicate this
dependency on y.

The S, is used by Iris in the definition of the wp. Whereas many program logics define the wp so
that it is the weakest precondition, in Iris, the wp is instead defined recursively inside the logic.

Definition 29 (wp). The wp e {®} assertion is defined as a guarded fixed point of the following
recursive definition [36]

(v €Val) wpgo{D}
(e¢Val) wpge{D}

Be®(v)
Vo.5%(0) * By "red(e,0)" *

(Ve', o', ép. "(e,0) = (¢, 0, é’f)—' =+ By > ,Pg

Se(0’) * wpg e {®} * >x< wprer {_. True})

ercér

1>

1>

The base case of this definition says that if e is already a value v, then the postcondition ®(v)
must hold immediately (under an update modality B ). The inductive step consists of two parts.
First, given the state interpretation for the current state o, we must show red(e, o), i.e., that the
current configuration is reducible. Then, for any e’ that e may reduce to under o, we must show
the state interpretation holds for the new state ¢’, and that the wp holds for e’ and any forked
threads ;. This definition uses a mask-changing variant of the update modality, where the update
can access some invariants and leave them open (or close some previously open invariants). The
various update modalities along the way allow us to open invariants and modify ghost state in
the course of proving these facts, while the later modality » in the definition guards the recursive
occurrence of the wp to ensure that the fixed point exists [11, 36]. The later modality here is also
the reason why we can strip a later in hypotheses at each step.

On top of this definition, the Iris framework derives various language-independent rules about
the wp, such as WeVarug, WpWanp, and WeArtomicInv. In turn, the user instantiating the framework
is responsible for deriving wp rules for each of the language-specific primitives. These proofs
require the use of dedicated lifting lemmas that relate wp to the operational semantics and the
user’s selected definition of S,.

The Iris framework provides a generic soundness proof for this definition of wp. More precisely,
in Iris this property is called adequacy, by analogy to the use of that term in denotational semantics,
as it shows that the model of the wp actually says something about a program’s behavior.

Theorem 30 (Language-Independent Adequacy). For all states o, let S! be an Iris predicate on states
such that

FE3y. S (0) xS (0) (STATEALLOC)
then for any meta-level predicate ¢, (Vy. S (o) F wp, e {0. '_(p(v)—'}) implies safe(p(e, 0).

The condition of this theorem requires us to show the state interpretation and state invariant
hold for some initial state ¢. In turn, if we then derive a wp about e with sy (o) as an assumption,

24This is somewhat simplified; we focus on what is relevant for this discussion.
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we get that (e, o) satisfies safe,,. All of the specific soundness theorems we have looked at for partial
correctness have been consequences of this language-independent adequacy theorem.

A natural question is whether we can show a kind of converse to this theorem under some
assumptions about S, and S,. That is, can we show that whenever an expression satisfies safe, the
wp holds? Such a converse would not exactly be a completeness theorem, because it would not tell
us whether a particular collection of proof rules suffices for deriving the wp. But such a property
is a necessary condition for completeness, since any complete logic would satisfy it. Thus, if our
logic fails to satisfy this property, it has no hope of being complete. Moreover, establishing this
would show that the wp is in fact the weakest precondition, i.e., it is both a necessary and sufficient
precondition. That is because any other sufficient precondition would imply safe, and therefore
imply the wp.

We say that an instance of wp with this property is requisite. The following theorem gives
sufficient conditions for requisiteness.

Theorem 31 (Language-Independent Requisiteness). For ally, let S!" be an Iris predicate on states
such that

Ve, 0, 01. red(e, 07)" ~ SY (o) =+ S! (o) + B+ red(e, o) * (STATEUPD)
(Ve',o",ér."(e,0) > (€, 0",8p)" ~ B 3o. (e,01) > (€', 0,é7)" + SL(c”) * SL(0)))
then for any meta-level predicate ¢, safe, (e, o) implies S¥(o) Frwpe {v. rqo(v)-'}.

To get some intuition for the condition StareUrp, we think of S, as the “authoritative” full
description of the physical state o, whereas S, describes some “fragment” or subset of the state o;.
Then, if e is reducible in the subset of state o; for which we have S;, and we are given S, for the full
state o, then we must first be able to show that e is also reducible in ¢. Furthermore, for every e’
that e can step to from o, we must update the S, accordingly, and moreover, we must show that
there is a corresponding step to e’ from oy that forks the same threads. For this step from o7, we
have to be able to update S..

This captures a sort of locality of the program semantics: ownership of oy is enough to characterize
how e steps in any larger state that is compatible with ownership of S! (o7).

PROOF SKETCH OF THEOREM 31. As in the proof of Theorem 16, we first allocate ghost state that
will be used to track the status of all concurrent threads that are created. Exactly like before,
we create an invariant that stores S, the ghost map for the threads, and the pure fact that the
configuration satisfies safe-ip,,.

Leompt 2| 3& 0. "safe-tp, (¢,01)" + o' % S, (an) |

Still using Lob induction, we prove Ieompr *n <Y e + wp e {v. n <Y v}, which has the same shape
as the entailment in Lemma 14. However, rather than inverting on the base step as we did in that
lemma (which we cannot do here as this proof is generic with respect to the language A), we instead
unfold the definition of the wp. The proof is trivial if e is a value. Otherwise, we open the invariant
to show that e can execute for one step and update the thread pool accordingly. We can do these
updates by applying StareUrp. We then close the invariant with the updated state and thread pool,
and use the induction hypothesis to conclude. O

Discussion: Soundness, Completeness, Adequacy, and Requisiteness. Although Theorem 17
and Theorem 31 reach conclusions of the same form, the two theorems carry very different
meanings. Completeness of a program logic, as the converse of soundness, is a property of a
set of reasoning rules, and can hold even without having any semantic model of the assertions.
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Requisiteness, as the converse of adequacy, is a property of a semantic model, and can hold in
the absence of any reasoning rules. For example, a syntactic program logic with an opaque wp
and axiomatized reasoning rules can be complete as long as those axioms satisfy Condition 18,
regardless of whether the wp has a semantic interpretation. Symmetrically, a wp predicate alone
can be requisite even if the logic provides no reasoning rules. In this sense, completeness abstractly
characterizes the external interface of a program logic, whereas requisiteness concerns a possible
internal implementation of that logic. The two notions are of course connected: for a semantics-
based program logic, completeness implies requisiteness, dually to the way adequacy of the model
implies soundness of the logic.

Particularly for Iris, these two theorems help us identify the sources of incompleteness when
designing a program logic. If STATEUPD holds but Condition 18 fails, then one has designed a
well-behaved operational semantics and a sufficiently complete state interpretation, but probably
“forgotten” some rules in the program logic (the primitive laws) or these laws otherwise fail to
capture the full power of the state interpretation. The Apyst case study in §6 finds several such
forgotten rules. On the other hand, if STATEUPD also fails, then this suggests that the operational
semantics is problematic or the underlying state interpretation is incomplete for certain programs,
which should be addressed first. The problem with resolve in HeapLang is of this nature since the
operational semantics was erroneous, as described in §4.

11 Related Work

Cook’s Original Completeness Result. Cook [12] gave the first form of a completeness proof
for a variant of Hoare logic for an Algol-like language with non-recursive procedure calls and
while loops. He noted that if one considers a fully syntactic proof system for both the assertion
logic and the Hoare triple rules, then when the programming language under consideration is
sufficiently expressive, any such proof system must be incomplete, since otherwise it could be used
to decide the halting problem. His key insight was that one can side-step this problem and focus on
whether there is any incompleteness that can be attributed to a deficiency in the Hoare logic rules,
as opposed to the assertion logic rules. To do so, he examines completeness of the Hoare triple
rules under the assumption that one has a complete proof system for the assertion logic, a property
that has come to be called relative completeness. In the case of Iris, we effectively do something
similar, since Iris embeds pure assertions from the meta-logic, and adds a proof rule that reflects all
implications from the meta-logic as entailments between pure assertions.

Cook first establishes relative completeness under the assumption that for any expression e and
precondition P, there exists a (semantically) strongest postcondition assertion sp(e, P) expressible in
the logic. He then shows that - {P} e {sp(e, P)} is syntactically derivable. To do so, he first considers
a version e’ of the program obtained by inlining all procedure calls, and proceeds by induction on
the length of ¢’ plus the number of inlining steps needed to derive e’ from e. The main challenge lies
in the case for while loops, where one has to construct a loop invariant. Once that is done, relative
completeness follows by observing that if {P} e {Q} is semantically valid, then sp(e, P) = Q by
construction. Hence, sp(e, P) + Q by the assumed completeness of the assertion logic, and so from
+ {P} e {sp(e, P)}, we can derive + {P} e {Q} by the rule of consequence. Finally, he shows that for
a sufficiently expressive assertion logic, sp(e, P) can indeed be defined syntactically.

In contrast, for our proofs, rather than working with a semantically defined weakest precondition
or strongest postcondition, we effectively end up showing that the wp provided by Iris is in fact the
weakest precondition. Because we consider a language with general higher-order functions and
state, we cannot inline procedure calls and proceed by induction on the length of the program as
Cook does. Instead, we used Lob induction and did case analysis on the reduction steps of e. This
use of Lob induction as the primitive for reasoning about recursion also means that we side-stepped
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the challenge Cook faced in deriving a loop invariant for the while rule. Our key challenge was to
find a suitable L6b induction invariant where Cook had to find a suitable loop invariant.

Completeness for Concurrency Logics. Owicki and Gries [59] introduced a proof system for
reasoning about concurrent programs. With their approach, to apply the parallel composition rule
to e; || e2, we need not just Hoare triples about e; and e,, but rather full Hoare proof outlines that
include each intermediate assertion in the Hoare proof between program statements. Then one
checks a non-interference property that requires showing each intermediate assertion used in
ey is stable under each of the possible steps of e; and vice versa. Owicki [58] proved the relative
completeness of a restricted version of this system, which uses monitor-like resources [29] as the
synchronization primitive, and only allows for a single parallel composition of n statements. The
idea behind her proof is to start by annotating a program with a collection of auxiliary variables.
These variables are defined so that by inspecting their values during execution, one can determine
the relevant history of the program’s execution and interleaving order up to that point. Using these
variables, she defines intermediate assertions that are stable by construction, because they can
characterize the reachable states of the program. She suggests that the proof of completeness can
be generalized to a language with richer synchronization primitives and nested parallelism, but
notes that this would complicate the proof. In contrast, our technique straightforwardly scales to
much richer languages with fine-grained concurrency and dynamic threads. This is because we use
Iris’s more general support for ghost resources in order to track the state of each thread, instead
of annotating the program with auxiliary variables that encode execution ordering. In particular,
the ghosts-to assertions are defined in a way that does not depend on the specific details of the
language’s primitives for concurrency and synchronization.

One drawback of the Owicki-Gries method is that it is non-modular, because the parallel compo-
sition rule requires re-inspecting the proofs of the threads and checking them against each other.
Rely-guarantee [34] addresses this by using predicates to abstract over the behaviors of threads:
we verify each thread under a rely assertion that describes what interference could be caused by
its environment, while showing that the thread’s behavior upholds a guarantee assertion. Then,
for parallel composition, we simply check for the compatibility of each thread’s rely assertion
against the other thread’s guarantee. Stirling [64] observes that rely-guarantee is complete relative
to Owicki-Gries, and since the latter is complete, so too is rely-guarantee. Xu et al. [71] give a direct
proof of relative completeness for rely-guarantee, adapting and simplifying the auxiliary variable
construction of Owicki. In Iris, rely-guarantee style reasoning is subsumed by the use of invariants
and appropriate ghost state.

Most recently, de Boer and Hiep [14] establish relative completeness of a concurrent separation
logic by adapting Owicki’s technique for proving relative completeness. They define an abstract
generalized version of the idea behind Owicki’s proof, which can then be instantiated to derive
completeness of different logics. They apply this in particular to a CSL that supports dynamic thread
creation. As compared to our work, they restrict attention to a first-order language, whereas we
have considered higher-order languages with higher-order state. On the other hand, their general
theorem would apply to any logic that satisfies their abstract conditions, whereas we have focused
on logics built on the Iris framework and its logical mechanisms.

Sequential Separation Logics. Ishtiaq and O’Hearn [33] establish the completeness of a se-
quential separation logic that uses Hoare triples by showing that the weakest precondition can
be formulated as an assertion in the logic. Yang [72] and Yang and O’Hearn [73] also establish
completeness results for the original formulation of sequential separation logic.

Haslbeck and Nipkow [27] prove the completeness of three program logics for reasoning about
time bounds, including a separation logic with time credits. They restrict attention to a language
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without a dynamic heap or allocation, so as to be able to compare to the other two non-separation
logics under consideration. Our results in §7 consider time credits in a language with allocation.

All of the prior completeness results mentioned so far restrict attention to first-order programs.
Honda et al. [30] developed a complete program logic for imperative higher-order programs using
so-called characteristic formulae that completely capture the behavior of a program. They note
that in the first-order case, such formulae are easily constructed, but that in the higher-order
case, the challenge is that the description of a higher-order function’s behavior must be somehow
parameterized by the behavior of its input. Charguéraud [10] adapted characteristic formulae to
the setting of higher-order separation logic and established relative completeness in that setting.
In our approach, we side-step the question of finding a way to characterize a program’s behavior
as a formula in the logic by instead representing the threads of the program as ghost state and
embedding pure assertions about safety in our invariants.

12 Conclusion

We have introduced a general pattern for completeness proofs of Iris-based program logics. For the
family of logics that are based on Iris’s shared program logic, we provide reusable lemmas that
simplify such proofs for future work. As part of this, we have identified several small gaps in existing
logics, indicating that indeed these proofs do the job that one would expect from completeness:
ensuring that the proof rules cover everything relevant about every construct in the language.

Our work also sheds some light on which features of Iris are “necessary” for completeness,
namely Lob induction, fancy updates with first-order invariants, and ghost maps (with their ghosts-
tos). Lob induction is foundational to our work, since it allows us to handle complicated programs
that, e.g., load higher-order functions from the heap, without having to find syntactic pre- or
postconditions for such indirect calls. Invariants and ghost maps can be seen as a separation logic
form of rely-guarantee reasoning or auxiliary variables; they show up in much the same way that,
e.g., auxiliary variables are used in Owicki’s completeness proof (see §11). Our proof also relies
on the fact that WeVarue and WeBinD are bi-entailments, even though the backwards direction is
rarely needed in Iris proofs.

Interestingly, most of the features that make Iris so expressive are not needed for completeness.
We did not need additional higher-order ghost state, or even any form of user-defined ghost state
besides ghost maps, and while we did use invariants, all our invariants are timeless, meaning we
did not have a need for general impredicative invariants. Arguably, this is not very surprising.
Features like impredicative invariants and higher-order / user-defined ghost state are motivated by
the desire to give powerful, modular specifications to interesting libraries, while completeness talks
about proving correctness of a whole program in a single, monolithic proof. Library case studies
and proofs of completeness are orthogonal means of assessing the expressivity of a logic. Iris has
been extensively evaluated for the former; by adding the latter, our work closes a long-standing
gap in the work on Iris.

Data Availability Statement

The Rocq mechanization accompanying this work is available online on Zenodo [31]. The latest ver-
sion can be found on the MPI-SWS GitLab at https://gitlab.mpi-sws.org/johannes/iris-completeness.
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A More General Language-Independent Completeness

The more general form of Theorem 17 that we used in §6 is obtained by replacing Condition 18
with the following:

Condition 32 (Completeness).
"base-red(e, 0)' * S (o) * o & * rsafe-tpqo(é), o) xn =Y Kle] - Bg
("Atomice' = Y®. » WithStatePre(E, e, n,K, 0,8, ®) - wpg e {®}) v
(So(0) * o &% V. » WithoutStatePre(E, e, K, ®) - wp- e {®})
where
WithStatePre(E, e,n, K, 0,¢,®) £ Vo', 0’, ¢;. "(e,0) = (0,07, ¢7) xS (0') x ¥ &% n Y K[e]
Pg ) = %,z wpr ef {v. True}
WithoutStatePre(E, e, K, ®) £ Ve’ ¢, ¢. Reduces(e, K, e, €) + B+
wpy e’ {®} x %k, .z wpr er {0. True}
Reduces(e,K,e’,€) £ Vo.S.(0) = oV & rsafe—tp(P(E, o) =« Pg
Jo’."(e,0) =" (¢/,0".¢/) %S (0”) x ' Exn Y K[e]
The key difference from Theorem 17 is that this version also exposes ownership of the thread

pool and per-thread ghosts-to assertions. These resources have to be given back unchanged, but
making them available to the proof temporarily is crucial for §6.

B Stronger Sequential Versions of Completeness and Requisiteness Theorems

The wp derived by Theorem 17 takes the state invariant S,(o) in the precondition but only gives
back a meta-level postcondition ¢(v). It turns out that if we restrict the expression e to be sequential,
we can derive a stronger version of completeness that gives back a S for the final state.

To keep the result language-agnostic, we define sequentiality as a meta-level semantic property
saying that the thread pool only ever contains 1 thread:

seq(e,0) 2VEé', o' ([e],0) =y, (€/.0") = || =1
We also extend the notion of safe to account for the final state.
ssafe-tpy(¢,0) £ VE’,a’. (€,0) - (8,0) =
Vn,e”. é'(n)=¢”" = (Fv.e”" =oA(n=0= ¢(v,0'))) Vred(e”, o)
ssafe¢ (e,0) = ssafe—tp¢ ([e], o)
The sequential version of completeness and requisiteness is then

Theorem 33 (Language-Independent Sequential Completeness). Let A be a language satisfying
Condition 32. Ifssafeqf,(e, o) A seq(e, o), then Ss(0) + wp e {v. 30’. S (") * "¢ (v, 0’)-'}.

Theorem 34 (Language-Independent Sequential Requisiteness). For ally, letS! be an Iris predicate
on states satisfying STATEUPD, then for any meta-level predicate §, ssafey (e, o) A seq(e, o) implies

SV (o) F wpy e {v.30".SY (o) * " (v,07)'}.

Sequentiality here is used in an essential way. When the main thread terminates, it must frame a
fragment of the final state, ¢’, into S;(0”) to conclude its postcondition. This prevents other threads
from accessing ¢’ from this point on. If we allow e to fork, then we would have to show the child
threads can still make progress after the main thread terminates, without accessing o’.
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C The Full Rules of the Iris Logic

Most of this section is quoted from [32]. Iris embeds all the usual connectives from higher-order
logic. The quantifiers have the usual rules of variable freshness, which we omit here. Quantifiers
are impredicative in that they can quantify over Iris propositions, as well as regular Rocq types;
with the judgment t: 7 enforcing well-typedness.

PrQ OFR PrQ P+R P+-QAR PrQAR
PrP _ P+ True
P+R P+-QAR PrQ P+R
PrQ P+R PrR OFR PAQFR PrQ=R PrQ
PrQVR PrQVR PVQFR P-rQO=R P+R
PrQ PrVx:7.Q t: T P+ Q[t/x] t: T PrQ
PrVx:7.Q P+ Q[t/x] Pr3x:7.Q Ax:.P+Q

The laws for separating conjunction, the magic wand, and the pure embedding "¢' are shown
here. Note that the laws for the pure embedding are not purely syntactic but instead manipulate
the meta-level context.

True * P 4+ P Pir O Pk 0, P«QFR
PxQFr QxP =
(PxQ)«R F P*(Q*R) PyxPyk Oy Q, PrQ =R
¢ holds in the meta-logic P+ o = (P+Q)
Fip! P+Q

The laws for the later modality include the Lob law. We also give the laws for the persistence
modality (0 P, which is used internally in the infrastructure that we use to do our proofs.

Vx.>P + >Vx.P
PrQ PLop »PrP >3x.P + »False V3x. > P
>Pr>Q P >P + >False vV (»False = P)

>(PxQ)4r>P x> Q

OPrOOP
Pr
_Fro OP+P OPAQFOP«Q Vx. OPF OVx. P
OpPrOQ OeP4F>-0OF O3dx.P+3dx. OP

Finally, we have the laws for the fancy update g B¢, . Note that most of the paper does not need
the mask-changing version.

PrQ &, C &
ePe,PF gPg,Q Pt g Beg, 6,Ps P

& Pes, 6,Ps, Pt g Ps,P PrpgP

timeless(P)
Q* 81'3821J k 81®8f'352W3fQ *P >Pt+ BgP

We do not include the laws for the plainly modality m P since we do not use this modality at all.
Similarly, we omit the laws for Own (a) since we do not need custom ghost state. We only need
the ghost maps introduced in §3.1.
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D The Full Definition of the HeapLang Logic

Most of this section is quoted from [32]. Changes to address incompletenesses identified in this
work are marked as blue.

Syntax.

o,weValz=z|b|()|®|¢]|p (z€Z,beB,t e Locp € Prophld)
| rec f(x) =e| (v,w) | inl(v) | inr(o) @ €{-...})

ecExpri=uv|x|rec f(x)=e|e(e)|@e|e @ e (@ € {+,—,+L,=...})

| if ethene; elsee; | (e, e;) | fst(e) | snd(e)
| inl(e) | inr(e) | (matchewith inl = e; | inr = e, end) | AllocN(ey, e;)
| free(e) | !e| ey < e | CmpXchg(eo, e, e2) | Xchg(er, e5) | FAA(eq, e2) | fork(e)
| newproph | resolvewithe; ate; toe;
KeCtx:=e| K>
K. € Ctxs m=e(K) | K(v) | © K| e®, K| K®,v | if K thene; elsee; | (¢,K) | (K,0)
| fst(K) | snd(K) | in1(K) | inr(K) | (match Kwith inl = e; | inr = e, end)
| AllocN(e,K) | AllocN(K,v) | free(K) |!K|e «— K| K <«
| CmpXchg(eo, e1, K) | CmpXchg(ey, K, v2) | CmpXchg(K, vy, vs)
| Xchg(e,K) | Xchg(K,v) | FAA(e,K) | FAA(K, 0)
| resolvewithe; ate, toK | resolvewithe; at K tous
| resolvewith K. at v, too;
ref(e) = AllocN(1,e) CAS(eo, €1, e2) = snd(CmpXchg(eo, ey, e2))

Semantics. The state of HeaplLang is a record of a heap and a set of used prophecy IDs.

teloc=Z p € Prophld = Z* o € State = {h: Loc ﬁ—n\Valr');pid: ©(Prophld) }
p € Conf = L(Expr) X State Kk € Obs = Prophld x (Val x Val)
Pure Reductions.
(rec f(x) = e)(v) —pure e[(rec f(x) =e)/f][o/x] —0 Zpure 2 Z1 o 22 pure 21+ 22
U] E 0y U] ¥E 0y
“1 70 £2 pure 21T £ EHLz2pure £+ U1 =@ U2 —pure true U1 =p U2 —pure false
if true thene; else ez —pyre €1 if false thene; else ez —pyre €2

fst((v1,02)) —pure U1 match inl(v) with inl = ¢; | inr = e; end —pyre €1(0)
snd((v1,92)) —pure 02 match inr(v) with inl = e; | inr = e; end —pyre €2(0)
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Impure Base Reductions.
z>0 Vie [0,z).£+i¢ dom(o.h)
(A1locN(z,v), 0) —pase (£, o with h := o .h[[£,£ + z) < 0], €)

o.h(f) # L o.h(f) =v
(free(f), o) —pase ((), o with h:=o.h[f — L] ,€) ('¢,0) >pase (v,0,¢€)

o.h(f) =v

(£ «— w,0) >pase ((), o with h := c.h[f —w],€)

o.h(t)=v R

(CmpXchg (£, w1, wy), 0) —pase ((v, true), o with h := 0.h[f «— wy],€)

o.h(t) =v R

(CmpXchg (£, wy, W), 0) —pase ((v, false), o, €)

o.h(t)=v
(Xchg(£, w), 0) —pase (v, 0 with h := o.h[f — W], ¢€)

o.h(t) =z
(FAA(Z, 22), 0) —base (21, o with h := 0.h[f «—z{ + 23] , €)

p & o.pid
(newproph, o) —pase (p, o with pid := {p} U o.pid, €)

(fork(e), 0) —=pase ((). 0, [e])

(e, O') i>base (o, o, E') pE (f.pid

T .
(resolvewitheat p tow,o) Mbase (v,0',8")

Primitive Laws. We only include language-specific laws here. Generic wp laws are shown in
Figures 2 and 3.

r 1

z2>0 > Ve * ¢+ i vxmetaTok(£ + i, T)| - ®(¢)
0<i<z , oo Mb(()).
wpg AllocN(z,0) {®} wpg free(f) {®}
metaTok(¢, 1) metaTok(¢, ;) >0 >(£ > v -+ O(v))
S #EY ‘ wpg ! £ {D} .
t—o st w3(()) L0 0= wy >(£ > wy = O((v, true)))
wpe f —wi(® Wpg, CmpXchg (£, wi, wy) {@} |
t—0 FERTE >(£ > v - ®((v, false))) >z (£ > z1 + 29 - O(z7))
wpg CmpXchg (£, wi, wz) {P} wpg FAA(Z, z2) {0}
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>0 >(£ > w - ®(v)) > B g (O(() * wpy e {v. True}) >Vp, 3. proph (p,7) -+ ®(p)
wpg Xchg(f, w) {®} ‘ wpg fork(e) {®} I wpg newproph {®} ‘
"Atomice' proph (p, )

=11 =y

proph (p,7) -+ wpg e {r.Eiz?’. proph (p,3") «¥3"”."6" = (r,w) 3" ~ proph (p,3"") <I>(r)}

g

wpg resolvewitheat p tow {®}

E The Syntax of Agyst

Loads and stores in Agyst take an order o indicating if the operation is atomic (sc) or not (na). The
order na' shows up during the execution of a non-atomic memory operation. As described in §6,
these take two steps, with the first step acquiring the lock and changing the order to na', so that
the next step can then finish the operation and release the lock. This makes na' an administrative
redex, and it is not considered part of the source syntax. The state o implements a block-based
memory model (locations are pairs of a block and an offset [46]) and equips every cell with a
reader-writer lock 7.

ecExpru=v|x|ees|ei+e|es—e| e <e|e ==e;|alloc(e) | free(ey,e;) (z €Z)

| “e | e1 =, €2 | CAS(eo, €1, €2) | case eof & | e(e) | fork(e)

veVal:=% |t |z|recf(x) =e ¢ € Loc == (i,n) 0 € Order :==sc|na|na'
7 € LockSt == writing | readingn (neN)
o € State = (N X N) fin. LockSt x Val p € Conf = L(Expr) X State

F The Syntax of A

The case study in §7 considers a language named A, which is a variant of ConcLang with the
addition of the tick operation.

o,weValz=z|b|()|t]|rec f(x)=e| (v,w)|inl(v) | inr(v) (z€eZ,beB,teLoc
ecExpru=v|x|rec f(x)=e|e(es)|e1+ex|e;—ex|---|if ethene; elsee; | (e1,e2)
| fst(e) | snd(e) | inl(e) | inr(e) | (matchewith inlov = e; | inrw = e, end)
| ref(e) | e | e; < e | CAS(e, e1,€2) | FAA(ey, e2) | fork(e) | tick(e)
o € State = {h: Loc fin, Val; tc: N} p € Conf = L(Expr) X State

d
G The Syntax of A7}

The syntax of X;g‘f“d, the language targeted by Eris, is reproduced below from Aguirre et al. [1]. It is
essentially the same as that of HeapLang, with the removal of prophecy variables and concurrency
primitives, and the addition of the rand construct for probabilistic choice. Note that Theorem 24
only handles a subset of Kiﬁ‘f‘d without AllocN.

o,weVal:=z|b|()|¢]|rec f(x)=e| (v,w)]| inl(v) | inr(ov) (z€eZbeB,teLoo
e€Expra=v|x|rec f(x)=e|e(e)|es+ex|e;—ey| ... |if etheneselsee; | (e1,€;)
| fst(e) | snd(e) | inl(e) | inr(e) | (matchewith inlv = e; | inrw = e, end)
| AllocN(eq,es) | 'e| e; «— ey | rande
o € State = (Loc fin, Val) p € Conf = Expr X State
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